NMLS Release 2017.1 Release Notes
Release Date: March 20, 2017

The purpose of these release notes is to provide a summary of system enhancements included in NMLS Release 2017.1.

The Roadmap enhancement targeted for Release 2017.1 is:
e The NMLS Money Services Businesses Call Report (MSBCR) is a routine report that will be submitted through NMLS by an entity that
maintains at least one money services businesses (MSB) license in NMLS in states adopting the report.

General Enhancements
e Electronic Surety Bonds

System Maintenance Updates
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Money Services Businesses Call Report — MSBCR (State Context)

SUMMARY: The NMLS Money Services Businesses Call Report (MSBCR) is a routine report that will be submitted through NMLS by an entity that maintains at

least one money services businesses license in NMLS in states adopting the report.

Report Content
The report is comprised of four sections. The following three sections are being delivered in the 2017.1 release:
1. Section I: Financial Condition Report (At Company Level)
2. Section II: Transaction Activity Reporting
a. Company-wide Transactions Detail
b. State Transactions Detail
3. Section lll: Permissible Investments Report (At Company Level)

License Settings
Regulators can control the required sections to be reported by MSB licensees through the License Settings below:

a) MSBCR Required — If selected by the state regulator, will require submission of following sections:

1. Section I: Financial Condition Report (At Company Level)
2. Section II: Transaction Activity Reporting
a. Company-wide Transactions Detail
b. State Transactions Detail
3. Section lll: Permissible Investments Report (At Company Level)
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Money Services Businesses Call Report — MSBCR (State Context)

MSB Call Report Completion and Submission

The MSB Call Report must be completed and submitted for each calendar quarter. Details regarding the submission frequency and deadline for each section of
the MSB Call Report are provided in the table below:

Section [Name Data Level [Data Period [Submission |Due

l. Financial Condition Report Company |Quarter Required 45 Days After End of Each Quarter
[l.(a) |[Company-wide Transactions Detail |Company |Quarter Required 45 Days After End of Each Quarter
[l.(b) [State Transactions Detail State Quarter Required 45 Days After End of Each Quarter
[l Permissible Investments Report  |Company |Quarter Required 45 Days After End of Each Quarter

If allowed or required, licensees will be able to manually enter data fields or perform bulk uploads through an .xml file or .csv spreadsheet. In addition,
company users will have the optional ability to provide a supporting PDF file for certain fields in Section | and Section Ill along with an explanation if the values

provided exceed a pre-defined percentage.

Areas of the MSB Call Report that are not relevant to a specific company will be prefilled with zeros by the System. Relevancy will be determined by business

activities selected by the licensee on the Company Form (MU1).

Data Accuracy

Calculations, data validations, and completeness checks will be performed by the System to improve the accuracy of the information submitted and reduce

possible data entry errors.
Amendments

Adjustments to previously submitted reports can be made up to 24 months after the quarter end for which the report was submitted. Any adjustment to a
submitted report will be reported as an amendment to that quarter.

User Roles

Three new user roles will be available for assignment to company users responsible for managing the MSBCR functions for their company:

1. View MSBCR Filings — This role will allow the user to view pending and processed filings.

2. Create and Edit MSBCR Filings — This role will allow the user to view/create/edit filings.

3. Create, Edit, and Submit MSBCR Filings - This role will allow the user to view/create/edit/submit MSBCR filings.
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Money Services Businesses Call Report — MSBCR (State Context)

Industry Dashboard
The company dashboard will be updated to indicate whether the company has an upcoming MSB Call Report filing deadline, as well as an indicator for filings
pending submission. It will also include the submission status for the upcoming filing requirement.

Enforcement

Failure to submit a required MSB Call Report prior to 45 days after the end of the calendar quarter will result in a system-set license item being placed on all of
the company’s active licenses requiring an MSB Call Report filing. The System will automatically clear license items upon submission of an MSB Call Report filing
for the appropriate period.

Composite View
Filing history and submissions can be viewed by the following users under the Composite View tab:

Regulator users with Company Composite role if their agency manages at least one license that corresponds to MSB license in NMLS.
Support users with company composite role.

Company users with company composite role.

Federal Supervisory Agency Users with the CFPB role.

E

Regulator Work List
Regulators will be able to subscribe to MSB Call Report review items so that work items will be generated when an initial or revised MSB Call Report is
submitted.

Notifications
Companies will be able to subscribe to the system-generated notifications listed below. If a specific user is not subscribed to the notifications, account
administrator (AA) users will receive them.

1. MSBCR Calendar Quarter Filing Required — Triggers one day after the calendar quarter ends.
2. MSBCR Filing Deadline Approaching — Triggers 15 days before the filing deadline.

Reports

Regulator with the Reports role will be able to generate an MSBCR Activity Report that will include MSBCR data submitted by companies that have at least one
MSB license in any status within the viewing user’s jurisdiction. Additionally, support users with the Reports role and Federal Supervisory Agency Users with
CFPB role can generate this report for a specific jurisdiction.
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General Enhancements

SCR Number | Title Description Context
37709 Surety Bonds: Updated When a regulator accesses bonds via a review item link in a work item, the regulator will State
37710 Regulator Workflow be taken to the Surety Bond Detail view under the Tasks tab. This navigation change was

made in preparation for the Regulator Return to Surety functionality, which will be
delivered in a later release. License instance and licensee-level bond lists including the
Surety Bond Detail view (now available under the Tasks tab) will duplicate the existing List
view currently available under the Composite View Tab. Breadcrumbs will allow the
regulator to return to the work item.

36704 Surety Bonds: Display SC/UC as | Search results will display all approved underwriting companies (UC) associated to the State
groups in Licensee Authority surety company on a single line to clearly indicate all underwriting companies that will
creation workflow have authority granted when the licensee grants authority to the surety company.

“Authorized Surety Entities” page will also display all approved underwriting companies
for each surety company that has licensee authority.

33227 Surety Bonds: Allow SC to A Surety Company (SC) user will be able to edit or sign bonds and riders associated to it or | State
manage pending bonds/riders its related underwriting companies that were created by the Surety Bond Producer (SBP)
created by SBP for those bonds in “Requires Rep Signature” or “Return to Surety” status. Actions taken on

a bond or rider by an SC user will be validated against bonding constraints defined for the
user performing the action, not those of the SBP user that created the bond or rider. The
SBP may continue to manage the bond or rider per existing functionality after it has been
managed by the SC.
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General Enhancements

SCR Number | Title Description Context
32999 Surety Bonds: Bond Versioning — | Regulators will be able to provide updated text for electronic surety bonds in NMLS. When | State
37176 New Bond Version a new bond version is activated in NMLS, all bonds created for a license type associated to

38201 Implementation the bond will use the new bond version. In connection with the bond versioning

enhancement, a bond version number including the state agency abbreviation and version
activation date will be assigned to each bond form and will be displayed with bond
metadata and at the bottom of each bond rendering.

Upon activation of the new bond version, all undelivered bonds will need to be upgraded
prior to delivery to the regulator. In addition, regulators will identify whether delivered
bonds require issuance of a revised form bond when a new bond version is provided for
implementation.

The Rider Effective Date will reflect the effective date of the latest rider or revised form
bond, and any existing rider effective date field label or column header will be updated to
replace the term "Rider" with "Revision", this includes but is not limited to: SC and SBP
Bond Management, Composite view, Company and Individual surety bond pages.

Transactions related to revised form bonds will have a new Revised Form prefix in the
transaction details and the SC/SBP transaction reports.
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General Enhancements

SCR Number | Title Description Context
33221 Surety Bonds: Bond Versioning — | When a new bond version is activated for the bond form, NMLS will require all bonds that | State
36443 Upgrading Undelivered Bonds have not been delivered to the regulator be upgraded. If the bond is pending licensee

36778 action, either “Pending Principal Signature” or “Executed” and undelivered, the System

36796 will un-sign the bond and return it to surety for upgrade.

36981

A batch notification regarding the return of the bonds for upgrade will be sent to impacted
surety users to avoid sending separate notifications for each bond. Subscribed SBP users,
assigned underwriter users, or subscribed SC users, if no underwriter is assigned, will
receive the bulk notification if at least one relevant bond is returned for upgrade.
Licensees will be able to subscribe to a new “Surety Bond Returned to Surety (Bond
Version Change)” notification to receive bulk notification of the list of license types whose
bonds have been returned for upgrade due to activation of a new bond version.
Designated individual signatories will be notified similarly via email if a bond they have
signed or are designated to sign is returned.

The surety entity user will receive a message when they attempt to manage a bond that
requires upgrade. The previously issued bond in the old bond version will display in read-
only mode beneath the message. The surety user will NOT be able to change any of the
bond field values in connection with upgrading the bond to the new bond version. Surety
entities will also have the option to delete the undelivered bond instead of upgrading it.

Once the upgraded bond has been signed by the surety, the licensee will be alerted that
the bond requires signature via notification under the existing Bonds Pending Action
subscription and the dashboard.

Existing functionality will be used for surety entities to manage the upgraded bond going
forward. Licensees will also use existing functionality to manage and deliver the executed
bond to the state regulator, which generates the relevant regulator work item/review
item.
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General Enhancements

SCR Number | Title Description Context
36799 Surety Bonds: Bond Versioning — | When a state agency activates a new bond form version and indicates revised form bonds | State
36800 Enforcement of Revised Form must be issued for existing delivered bonds, NMLS will place a license item on active

37033 Bond Requirement licenses corresponding to a delivered bond in the previous bond form version to alert the

licensee of the requirement to obtain a revised form bond. However, a license item will
not be placed if the bond is in a “Notice of Cancellation” or “Cancelled” status. When
rescinding notice of cancellation or reinstating a cancelled bond, NMLS will place a
“Revised Form Bond Required” license item if a newer bond form version exists for the
bond requiring issuance of a revised form bond.

Information regarding the timeline for issuance of a revised form bond will be provided on
the NMLS Resource Center. If a revised form bond is required and not delivered in advance
of the renewal period, the license item will prevent automatic renewal of the license.

The System will clear the “Revised Form Bond Required” license item upon delivery of a
revised form bond. If a license has more than one bond associated with it, all bonds will
need to be replaced before the license item can be cleared. A license item also clears if a
bond requiring issuance of a revised form bond is set to a “Cancelled” status and no other
delivered bonds requiring issuance of a revised form bond exist for the corresponding
license.
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General Enhancements

SCR Number | Title Description Context
33709 Surety Bonds: Bond Versioning — | Surety entity users with the ability to manage bonds who select a bond that requires State
36605 Revised Form Bond Workflow issuance of a revised form bond will be alerted via informational message of the need to

36777 issue a revised form bond. Any pending rider will need to be fully executed and delivered

36856 to the regulator or deleted prior to issuing a revised form bond.

36858

36859 The surety entity user will be prompted to provide an effective date for the revised form

36863 bond. The revised form bond effective date cannot be earlier than either the bond

36904 effective date or the relevant form version activation date (whichever is later). After

36919 providing the effective date, the surety entity user can save or sign the revised form bond.

36979 If a revised form bond is deleted, all related transactions are also deleted.

37927

When a revised form bond is pending signature, the revised form bond header and
effective date text will display with the latest bond field values rendered in the new bond
version. Once the revised form bond has been signed by the surety, a revised form bond
issued transaction will display in the bond transaction details with access to the revised
form bond rendering using the “View Details” link for the transaction. In addition, the
licensee will be alerted that a revised form bond requires signature via notification under
the existing Bonds Pending Action subscription and the dashboard.

Licensee signature of the revised form bond follows the existing rider execution workflow.
This includes automatic delivery of the revised form bond to the regulator upon signature
by the designated licensee representative. If the licensee returns the revised form bond to
surety, the note provided will display with the pending revised form bond information
when the surety user manages the revised form bond after return.

Prior to issuing a revised form bond, surety entities will have the ability to create a rider.
Also, the surety entity will have the ability to cancel the bond instead of issuing a revised
form bond. NMLS will NOT allow a backdated/out-of-sequence rider to precede a revised
form bond. Therefore, any field changes that need to be made with an effective date prior
to the issuance of the revised form bond should be submitted via rider. The original bond
can be viewed in a separate window in read-only mode by using the available View
Original Bond anywhere the bond is viewable. The option to save the bond as a PDF is also
available.
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General Enhancements

SCR Number | Title Description Context
37314 Surety Bonds: Bond Versioning — | Surety Bond Roster Report (Regulator) State
37315 Roster Report Impacts The regulator surety bond roster report will be updated to include the following

information in support of revised form bonds:

e Bond version number column reflecting the bond version as of the latest bond
revision shown in the report.

e Revised Form Bond Effective Date column listing the latest Revised Form Bond
Effective Date if a delivered revised form bond exists for the bond, otherwise NULL

e Revised Form Bond Required column added to indicate existence of revised form
bond license item (un-cleared) as Y (Yes) or N (No).

e Rider and Rider Effective Date columns consider whether the bond has any
revisions due to a Rider ONLY (not Revised Form bond) and will show the latest
Rider Effective Date for the bond. Specifically:

a. If no delivered rider exists for the bond, these fields are null.
b. If a delivered rider DOES exist for the bond, these fields are derived from the
latest delivered rider.

Surety Bond Roster Report (Company)
The company surety bond roster report will be updated as follows in support of revised
form bonds:
e Revised Form Bond Required column added to indicate existence of revised form
bond license item (un-cleared) as Y (Yes) or N (No).
e Column headings that refer to “rider” will refer instead “revision” and include
information relevant to the currently pending rider or revised form bond.
e Pending Revision Type column added to indicated whether pending revision is
rider or revised form bond.
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General Enhancements

SCR Number | Title Description Context
37117 Surety Bonds: Bond Versioning — | Surety Transaction Reports (Surety Industry)
Transaction Report Impacts Surety Transaction reports for both SC and SBP user types will be updated as follows in

support of revised form bonds:

e “Rider Effective Date” will be renamed to "Revision Effective Date."

e Revised form bond signature events will show the revised form bond effective
date in the "Revision Effective Date" column.

e Transactions will be prefixed by “Rider” or “Revised Form Bond” to differentiate
between rider and revised form bond transactions.

e Revised form bond events will be returned regardless of the Include Rider events
filter selection.

35230 Surety Bonds: Attestation System will version attestation language so the appropriate attestation language can be State

36470 Versioning and Display rendered based on the date the action requiring attestation was taken by the user. In

36798 addition, users will be able to access transaction details and related attestation language

37068 in the bond and rider transaction history by using the new "View Details" link. The details

37721 for a revised form bond issued transaction will include a rendering of the revised form

38204 bond.

36918 Surety Bonds: Converted and NMLS will be enhanced to retain separate and distinct versions of the converted and State
Revised Form Bond Text revised form bond text displayed in the rendering of the bond at the top or in connection
Versioning with the effective date. As a new version of the text is introduced, prior bonds will

continue to display the language effective at the time of creation. Only newly issued
converted or revised form bonds will display the new version of the text.

37125 Surety Bonds: Notify Individual The existing signatory removal email will also be sent to the designated signatory of a State
Signatory if Company Returns bond if the bond is returned to surety by the licensee for correction before or after
Bond/Rider to Surety signature.
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General Enhancements

SCR Number | Title Description Context
36273 Surety Bonds: SC Assignment of | A SC user will be able to assign a SBP as Broker of Record (BOR) when creating a bond. The | State
BOR at Bond Creation SC user will only be able to select the SBP if the SC/Underwriting Company (UC) has an

approved association with the SBP with an active state authorization for the state
associated to the bond. The designated SBP will be associated with the bond as a Pending
BOR until the licensee signs the bond. The SC user will be able to change or remove the
SBP as BOR if bond is in a status of “Requires Rep Signature” or “Returned to Surety.” The
bond validations run when the SC or licensee signs the bond will be based upon the SC’s
authority and limits, NOT the pending BOR's.

Upon signature by the licensee, the SBP will become the official current BOR and will be
able to manage the bond, including addressing any “Returned to Surety” actions on the
initial bond. A SBP serving as active BOR on a bond can also manage any rider created by a
surety company user. In addition, the licensee will be notified upon signing the bond that
the SBP will be granted licensee authority upon signature if such authority does not
already exist.

34665 Surety Bonds: SC Assignment of | NMLS will be enhanced to allow an SC to initiate a BOR change to assign SBP as BOR for all | State
36949 BOR for Existing Bond Without existing active bonds for a licensee that do not have a BOR. The SBP will be granted
BOR by Licensee authority to create and manage bonds on behalf of the licensee upon approval of the BOR

change by the licensee if authority did not already exist between the SBP and the licensee.

Upon approval of the BOR change by the licensee, the surety company and SBP will be

notified if the SBP does not have the appropriate state authorizations under the surety
company association to manage one or more of the bonds that were transferred to the
SBP.

Pending bonds with a pending BOR (those created by the SC with a designated SBP) prior
to licensee signature are not considered bonds without a BOR and will not be transferred
to the new BOR when a BOR change is initiated for existing active bonds without a BOR.

36670 Surety Bonds: Broker of Record | Bonds in a “Declined” status will not be updated to reflect the new BOR when a BOR State
Management change is approved.
37445 Surety Bonds: Data Analytics — Surety Bonds data will be made available to the analytics database. State

ESB Data to Data Analytics
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General Enhancements

SCR Number | Title Description Context
35812 Surety Bonds: Alternate Security | A small number of agencies adopting ESB functionality in NMLS will permit an alternate State
37083 Device security device to be submitted to meet financial responsibility requirements in lieu of

37084 providing an electronic surety bond. Such alternate devices may include a letter of credit

37085 or CD. State agencies will be able to provide a license setting indicating that an alternate

security device is permitted for specified license types. The new license setting will be
managed by support users in NMLS through the license settings interface.

Licensees are encouraged to submit an electronic surety bond. However, if permitted by
the state agency, the licensee will be able to upload a document to satisfy the electronic
surety bonding requirement for new and transition license requests. The document upload
must use the “Alternate Security Device” document type and be associated to the state of
the agency permitting submission of such documentation. If neither an electronic surety
bond or “Alternate Security Device” document is provided, the system will prevent
submission of the new/transition license request via completeness check.

Licensees should refer to the State Checklists to determine if a license permits submission
of an Alternate Security Device.

37245 Surety Bonds: Power of In order to provide evidence to state regulators of the signatory authority of the surety State
Attorney Audit Trail/Authority entity user at the time the bond or rider is signed, the System will capture and display the
Evidence for Regulator attestation language as well as the Signing Authority of Authorized User at the time of

signature. The Signing Authority of Authorized User will display as follows:

1. For a SBP representative signatory — the authorized bond limit under the
appropriate SC/UC association for the applicable state.
2. For a SC/UC signatory — the authorized bond limit for the applicable state.

This information will display on the transaction detail page for each Signed by Surety
transaction.
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General Enhancements

SCR Number | Title Description Context
33839 Surety Bonds: Licensee Ability to | A licensee will be able to remove authority granted to a SC to issue and manage bond on State
38241 Terminate SC Authority their behalf if the licensee does not have any pending or active bonds insured by the

surety company or its associated underwriting companies. Bonds in a “Notice of
Cancellation”, “Cancelled”, or “Declined” status are not considered pending or active. SC
users will still be able to view bonds issued prior to removal of licensee authority in their
Manage Bonds list, but will no longer be able to manage them unless license authority is
granted again.

The SC will be able to update its notification subscriptions to assign users to receive a
notification when the licensee successfully removes their licensee authority. If no users
are subscribed to the notification, SC account administrators will receive the notifications.

37744 Surety Bonds: SC/SBP Ability to | An SC will be able to remove the authority granted to them by a licensee to issue and State
38243 Remove Licensee Authority manage bond on their behalf as long as the licensee does not have any pending or active

38244 bonds insured by the surety company or its associated underwriting companies. A SBP can

38242 remove authority if it is not the active BOR on any pending or active bonds for the

licensee. Bonds in “Notice of Cancellation”, “Cancelled”, or “Declined” status are not
considered pending or active. SC/SBP users will need to access the Licensee Authority List
on the Left Navigation Panel under Surety Bonds Management to remove licensee
authority.

The licensee will be able to update its notification subscriptions to assign users to receive a
notification when the SC/SBP successfully removes their licensee authority. If no users are
subscribed to the notification, licensee account administrators will receive the
notifications. NMLS will display an error message if the SC/SBP is not able to remove
authority for a licensee if relevant pending or active bonds exist.

SC users will still be able to view bonds issued prior to removal of licensee authority in
their Manage Bonds list, but will no longer be able to manage them unless license
authority is granted again. A SBP will be removed as active broker of record when licensee
authority is removed and bonds will only be viewable from the Inactive bonds list.
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General Enhancements

SCR Number | Title Description Context
37076 Surety Bonds: General ESB Retain Leading Zeros in Bond Number When Opening Report in Excel: State
37985 Enhancements The System will allow the leading zeroes on bond numbers to be maintained when a

38029 system-generated report is viewed in Excel.

37260

37378 Bond Rendering PDF page break:

38234 A page break will be added to the PDF rendering of all bonds, including revised form

bonds, so the rendered bond will start on a new page.

Retain Manage Bond page filter search criteria:

Whenever the SC or SBP user runs the Manage Bonds filter, the System will retain the last
entered search filter criteria even across user sessions, until the user clears the filter. The
System will automatically run the last saved filter criteria for the user when the user
navigates to the Manage Bonds page.

License Type Drop-down for Bond Creation to consider Bond Template Effective Date:
System will not present a license type for bond creation until a bond template for the
license type is effective in NMLS.

Bond Event Detail Page:
Note and Authorized Bond Limit fields will not display on the Event Detail page if the field
values are null.

Licensee Name on Bond will populate based on ACN Effective Date:

NMLS will evaluate the effective date of a bond or rider and the effective date of any
advance change notice for the name of the licensee when populating/updating the
licensee name.

Revised Form Bond/Rider Deletion Workflow:

System workflow will be updated to take the surety user back to the Bond Detail page
after deleting a revised form bond or rider.

38540 Surety Bonds: Support User Support users will have access to a filterable list that will allow them to view bonds in any | State
Bonds List status for any company. The list will permit filtering by Company Name, Company NMLS
ID, State (and License Type), or Bond Number.
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SCR Number | Category/Title Description Context

36494 Surety Bonds: Error Message not The error message displayed when a URL is changed on the Surety Company State
relevant when the URL is changed Cancellation page will be updated for clarity.
from Surety Company Cancellation
Page

36921 Two-factor Authentication: The System will clear credential information from a user account when the account State and
Credential not cleared on deleted is deleted. Federal
user account

37323 Surety Bonds: Action Taken By Entity | If a bond is returned to surety after an individual signature event, the Action Taken State
Name in TXN Reports is showing as By (Entity) name on the Surety Bond Transaction Report will be updated to correctly
Null if Signed by Licensee as display the name of the individual who signed.
Individual

37357 Surety Bonds: BOR event not being The Broker of Record (BOR) Change Processed event will always be displayed when a | State
displayed to outgoing SBP of a BOR Surety Bond Producer (SBP) views an inactive bond for which the SBP is no longer
change the BOR.

37585 Surety Bonds: 'Surety Company The Company Roster Report will be updated to display the value for Surety Company | State
Name' column in the Company exactly as it is stored in the database.
Roster Report is Uppercase

38039 Surety Bonds: Validation Message The Surety Bond Minimum Bond Amount License setting validation message will be State
for Minimum Bond Amount License updated for clarity.
setting Needs to Be Updated

38044 License Settings: The System will be updated to display the appropriate message when the Surety State
SuretyBondCanBeCancelled is YES, Bond Can Be Cancelled field is changed and the value provided in the Surety Bond
SuretyBondCancellationNoticeDays Cancellation Notice Days field generates an exception on the License Settings page.
Scenario throwing GSE

38132 Criminal Background Checks: The System will be updated to prevent creation of multiple open CBC authorizations | State
Individual has multiple CBC when an individual is listed as an MU2 individual on more than one company (MU1)
authorizations open filing.

38187 License Settings: Wizard does not The License Settings Wizard will present a validation error message if a user State
proceed when decimal entered for attempts to enter a number with a decimal for Automatic Renewal Days.
Automatic Renewal Days

38233 Surety Bonds: BOR Event for The Broker of Record (BOR) Event will display in the Surety Bond Transaction Report | State

Declined Bond is not Showing Up in
the Report

for a declined bond.
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SCR Number | Category/Title Description Context
38344 Surety Bonds: Clear button on The clear button on the Manage Bonds page filter will now remove data entered into | State

“Manage Bonds” page filter is not
clearing Data in the Filter Options

the search fields.
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